
Subject: OT: Question for Crimson and Blazer
Posted by Blazer on Tue, 24 Aug 2004 20:51:45 GMT
View Forum Message <> Reply to Message

Here is a condensed AIM conversation I had with one of our networking guys...I changed his
screename to protect his privacy.

[14:43:54 24-08-2004] Blazer0x: hiya
[14:44:05 24-08-2004] Blazer0x: I have a technical question for you 
[14:44:20 24-08-2004] ciscodude: shoot
[14:44:40 24-08-2004] Blazer0x: A friend of mine posted a question...wondering if you could
answer off the top of your head...
[14:44:48 24-08-2004] Blazer0x: his question: "At the moment I'm having to port forward to
multiple I.P addresses using a PIX. What Ineed to be able to do is to tell the PIX that any traffic
going into 1 external address needs to be forwarded to 2 internal I.P addresses. The firewall is a
PIX 515 running PDM 3 and BIOS 6.3. Is this possible? "
[14:45:10 24-08-2004] Blazer0x: If you dont know off the top of your head dont worry about it, I
just told him I would ask someone if I got a chance
[14:45:22 24-08-2004] Blazer0x: he thinks because I work at Cisco I should know 
[14:45:58 24-08-2004] ciscodude: haha
[14:46:19 24-08-2004] ciscodude: I do not know if it is possible but I can look to see if it is
[14:46:43 24-08-2004] ciscodude: Are there different ports involved?
[14:46:47 24-08-2004] Blazer0x: I dont even know wtf he is trying to do
[14:46:58 24-08-2004] Blazer0x: I dunno, I'd say assume the simplest scenario
[14:47:12 24-08-2004] ciscodude: Like traffic comming in on two different ports get directed to two
different internal boxes?
[14:47:21 24-08-2004] ciscodude: That would be possible
[14:47:47 24-08-2004] ciscodude: Lets say that his external IP is 1.1.1.1 and he has an Internal of
2.2.2.1 and 2.2.2.2
[14:47:56 24-08-2004] Blazer0x: ok
[14:48:13 24-08-2004] ciscodude: If he has 1.1.1.1 Port 80 inbound he could point to 2.2.2.1
[14:48:22 24-08-2004] ciscodude: and 1.1.1.1 Port 22 he could point to 2.2.2.2
[14:48:28 24-08-2004] ciscodude: That would be no problem
[14:48:52 24-08-2004] ciscodude: However if he is just saying Anything coming in on 1.1.1.1 goes
to both 2.2.2.1 and 2.2.2.2 that would probably not work
[14:49:23 24-08-2004] ciscodude: He could choose any port #'s he wants to point to any other port
#'s on the inside
[14:49:37 24-08-2004] Blazer0x: It kind of sounds like to me he wants to have failover or load
balancing...  "traffic going into 1 external address needs to be forwarded to 2 internal I.P
addresses"
[14:49:46 24-08-2004] Blazer0x: like maybe 2 web servers or something
[14:49:47 24-08-2004] ciscodude: Like 80 on the outside could map to 8080 on the inside - or
whatever he wants
[14:50:03 24-08-2004] Blazer0x: yeah
[14:50:24 24-08-2004] Blazer0x: I will condense that down into a short answer for him 
[14:50:41 24-08-2004] Blazer0x: and ask exactly what he is trying to do
[14:50:47 24-08-2004] Blazer0x: thanks for the info 
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[14:50:48 24-08-2004] ciscodude: It might still be possible with some smoke a mirrors but it surely
would not be a "standard" setup 
[14:51:01 24-08-2004] ciscodude: If I know what his goal was it would be easier to answer the
question
[14:51:10 24-08-2004] Blazer0x: yeah

So long story short is if you are trying to do some sort of fail over or load balance (connections to
external IP on the same port get directed to two internal IPs), that's not going to work, with a PIX
anyway...you would need a CSS or LocalDirector.  Let me know exactly what you are trying to do
and I can probably get you the answer as to the best way to do it, if its possible.
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